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Description  vulnerabilities; Threats and attacks; Symmetric cryptography;
Asymmetric cryptography; Block cipher; Stream cipher; Hash functions; Authentication; Digital
signature; IP security; Transport layer security; PGP; Intrusion detection system; Intrusion

prevention system
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PLO 1
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CLO 1 CLO 2 CLO 3 CLO 4 CLO 5
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Cognitive Domain

R=Remembering U=Understanding Ap=Applying An=Analyzing Ev=Evaluating C=Creating
Psychomotor Domain
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Section 3 Student Improvement in relation to Course Learning Outcomes (CLOs)
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CLOs v . (Active Learning) o
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CLO 1 K
CLO 2 S
CLO 3 S
CLo 4 E
CLO 5 C
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2. MsAUARYNaaNsN133EUS (Outcome Index) inaudinislvinzuuu (Rubrics) Tun1sinuas

Uszilludesaananednu ayinadnsnisiseus (Outcome Index)

CLO 1:
3%AU (M1 Bloom’s Taxonomy): 1 Understanding 38 Applying %39 Analysis

W ANTsUNLERIRaNTInaIUsHLlU (Action Verb):

Below Expectation Meet Expectation Exceeds Expectation
nadnsTinanseen adnETiuansenn NadnSTiuansenn
MndnausinInn s AsIBLNTITIANT geniunasifiaants
(Performance 0% - 49%) (Performance 50% - 79%) (Performance 80% - 100%)

v o v_oa S ) o DA
HUINTITEATNUDDNIYNNDWAIUIEIANDYINEITU

A leader in producing professionals for sustainable social development



uKISnedesuinasugiuni
Suan Sunandha Rajabhat University

3WaRY1 CPE¢oos seaulSueyn USayan3

Yos183y1 AnuiuasaensisvaunTetenouitined wangns  Iensumanstugin a1vdmnssuneuiames

w8An o(lo-w-&) ARE/ANENaY  Andmnssuaanswasinaluladonaivngsy

CLO 2:

520U (M3 Bloom’s Taxonomy):

W ANTsUNLaRIRaNInaIUsuLliU (Action Verb):

Below Expectation
NAANSNLEAIDDN
ANINUNTNANANT

(Performance 0% - 49%)

Meet Expectation
NAANSNLENIDDN
AFIPUNUNTNANANIS

(Performance 50% - 79%)

Exceeds Expectation
HAANSTLARIDON
gNIUNTTANANTY

(Performance 80% - 100%)

CLO 3:

32AU (A1 Bloom’s Taxonomy):

NOANTIUTILANIDBNTFDIUTEEY (Action Verb):

Below Expectation
NAANSNLEAIDDN
ANNINNUITIANATI

(Performance 0% - 49%)

Meet Expectation
NAANSALENIDDN
ASINNULNUNNANNNIG

(Performance 50% - 79%)

Exceeds Expectation
NadnSTiuansenn
geniunasfiaants
(Performance 80% - 100%)

CLO 4:

32AU (11U Bloom’s Taxonomy):

W ANTsUNLaRIeaNInaIUsuLliu (Action Verb):

Below Expectation
NAANTNLENIDDN
ANINUNNANANT

(Performance 0% - 49%)

Meet Expectation
NAANSNLENIDDN
ATIPUNUNTNANANIS

(Performance 50% - 79%)

Exceeds Expectation
NAANSTLARSDON
FNINNTTANANTY

(Performance 80% - 100%)
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CLO 5:
32U (11U Bloom’s Taxonomy):

NANIIUNLANIEBNIRBIUTEEIY (Action Verb):

Below Expectation
NAANSNLEAIDDN
ANINUNTNANANT

(Performance 0% - 49%)

Meet Expectation
NAANSNLENIDDN
AFIPUNUNTNANANIS

(Performance 50% - 79%)

Exceeds Expectation
NadNSTiuanseen
gendunasifiaanTs
(Performance 80% - 100%)

inaIUTENITUSEA AN IN:

3.3 dinsnnanssumsseunisaeuivainvate InewlugiSoutudiry

3.4 dAanssumsSeumsaouiiosauasunsiSoug n1siSouiisnmsseus uasugnilaiiSoudvinens
Sousnasain (1w mseawes s asAuariinTlgIa e lunisussinanatoya invens
nauauuIAn vl q uazuuIneUgualnl 9)

3.5 ffvnssumsiSoumsaeuiiauasuliiSouinnudnlmi 9 powheasiassd nsasrusnnssu
UaZUIANYBIEUTENBUNIS

4.1 F3msUssdugiSeuiivanvane Ineaenndeeiunisusseuadusovesmansiseusinmiouas
IngusrasAnTiSeunIsaeu

4.2 ulevigmsvssilugiSey nsgnssaluanisussidugnuandlisentmau dnsdeasludeiSuuas
ihlulfoevaninae

4.3 msUssdugiSyudoslninsgruuasn sz siuaninImAImhuanIsa NS I sAnyIve Sy
loehetmau dinsdeaslueaiSou uazihluldeshsasiaue

4.4 BmsvszidlugiSoudouansliiiudunausinislipguuu (rubrics) n15iaagA I (marking
schemes) 3a7lunsusedu (timelines) uagngseideulunsuseidiu (regulations) Ing35nsusesdy
e iioelanTieNnTs AUAUAIT) UaveRsTI

4.5 FmsUssduglSeusouansdansusgNaa 15 9ve e TSIUIA AN ST A UNANgNs UASHANIT
(5EU3T2AUTIEI)

v o v oA S ) o WA
K‘J,‘Lﬂﬂﬁ‘iﬂiNﬂJE}Eﬂ%‘WLW@WWUﬁﬁQﬂNBBNHQU‘U

A leader in producing professionals for sustainable social development



uKISnedesuinasugiuni

A
(@)

=¥ |Suan Sunandha Rajabhat University
3WaRY1 CPE¢oos seaulSueyn USayan3
Yos183y1 AnuiuasaensisvaunTetenouitined nangns  Imnssumansigia arvdmnssuneuiames
NUWAA o(lo-lo-&) ARE/ANENaY  Andmnssuaanswasinaluladonaivngsy

4.6 dmsdounausanisussduliungiseuee 199y 297
4.7 msUssdugiseuuaynszuiums dnisnumuuazysudsiegmeiiles ielviulaimevlandaaiu

F99N15Y89NINBNTINNTTUNITINIY UasTOAAADINUNANIISEUTIMIAN IS

v o v oA S ) o WA
Q‘Lﬂﬂﬁ‘iﬂiNﬂJE}Eﬂ%‘WLW@WWUWHQWNE]EJNENEJ‘U

A leader in producing professionals for sustainable social development



uKISnedesuinasugiuni
Suan Sunandha Rajabhat University

&)

3WaRY1 CPE¢oos seaulSueyn USayan3
Yos183y1 AnuiuasaensisvaunTetenouitined wangns  Iensumanstugin a1vdmnssuneuiames
WUAR o (lo-lo-&) ARE/ANENaY  Andmnssuaanswasinaluladonaivngsy

UUIAN 4 BAUNITARURATNITUSTIEY

Section 4 Lesson Plan and Assessments

1. BHUN15aaY (AAn1siseunisaaulitasnda 15 dUau)

o s . U NANTINNTI3BU NTEDU NINT 2197158
dUnun NIV CLOs : ;
L] HN uazdansiseus AU GR
1 LLuzﬁ’lmmfﬁyugmLﬁ'mﬁu 712, U2 FuasuurnNsaou TQF3 15 A(10 ) PB
avuuasaenfereaietie UnAnwsnianInuAnLTl
ABNNINDS WsINEY Line 119
DNS Basic Operation CPE5008
2 e lanuau R 2, U2 ussenevgufiiegislszneu | A0 U0) PB
ﬁugm DNS protocol and TrinAnwiRnnsldauwas
messages Joulusunsaunianui
NOUNNUUATLUURN RTINS
HnUUR Active Leamning
3 DNS vulnerabilities n2, U2 UssEenguiiegisUseneu | A(L0 U9) PB
DNS data security TvinAnwrnnisldauuay
Feulusunsuvhaud
NOUMNBLAZ L UURNAATINTS
HnUUR Active Learning
4 DNS Trust sectors n2, U2 USIEENguffiieg1aUsenay | A(10 U9) PB
Cybersecurity Framework Items TvinAnwdnnisldauueay
DNS trust sectors Feulusunsuvhaud
Internal Authoritative DNS ueUmINELATUUURNTRTINTS
servers HnUUR Active Learning
5 Security foundation n2, U2 ussEnengufiegiaUseneu | A(10 U9) PB
DNS Server Hardware Trin@Anwidnnisldaunay
controls Beulusunsuvhaud
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o g . U NANTINNTITEU NTEDU NINTT 213158
dUavin VD CLOs : ;
L] HK uazdonsisens AU Ko
DU LAZLUURNTRZINS
HnUUR Active Learning
6 Service denial attacks n2, U2 UTIEENGBffIeg19UsEnay A(10 ) PB
Denial of service Protection Tiindnwiilnnisldauues
Beulusunsuvhaud
NOUNNBLAazLUURNAATNTS
HnUUR Active Learning
7 Cache poisoning defenses N2, U2 UssEnenguifegisseneay A(10 D) PB
Titn@nwiRnnisldaunag
Feulusunsuvhaud
DU LAZLUURNTRZINS
HnUUR Active Learning
8 AOUNANAIA M(15 9®) PB
9-10 Securing authoritative DNS n4, U4 UsIEIENgudied1sUseneu | A(10 U9) PB
Data Attack Forms TiinAnwinnsidaunes
Attack Detection Beulsunsuynaud
Defense Mechanisms NOUMNELAZ L UURNARTINTS
HnUUR Active Learning
11 Attacker Exploitation of DNS n2, U2 ussEnengudiedisUseneu | A(L0 U9) PB
Detecting Nefarious use of TiinAnwidnnsloanuney
DNS Feulsunsuvinaud
NoUnNglazuulninidnig
HnUUR Active Learning
12 Malware and APTS n2, U2 UTIEENguffIeg1aUsenay | A(10 U9) PB

Malware Proliferation

techniques

TminAnwinnnsidauay

WeulusHhkNSUYINaUn
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o s . U NANTINNTITEU NTEDU NINTT 213158
dUavin VD CLOs : ;
L] HK uazdonsisens AU Ko
DU LAZLUURNTRZINS
HnUUR Active Learning
13-14 DNS security strategy n4, 44 UTIEENGBffIeg19UsEnay A(10 ¥®) PB
Identify function Protect TvinAnwnnisldaunay
function Detect function euldsunsarianil
Respond function NOUNNBLAazLUURNAATNTS
Recover function HnUUR Active Learning
1516 | anasfumstaensioves nd, Ud UTIEENguffieg1aUsenay | A(10 U9) PB
LA3BUNYABUNAADIAUNNT TiinAnwRnnsldaulesy
Uszyndfuiasenguasssuy Feulusunsuvhamil
Teaasiaiaatiy NOUMNBLAZLUURNAATINTS
DNS applications to HnUUR Active Learning
improve network security
17 doulansnia F(15 90) PB
LIEI):

1. v A MAngw] kay U Ae 7AUJUA

2. PB: gvemans1915¢ Az windwd ygyasiies

3. NanssuNIIAeU (Teaching Activities) nangiy AanssukasFengaeuiiulviiioninisiseuy uas

AanssaNI3i58U (Learning Activities) visi1edy Aanssuiitaeunesmmuauassouneiludiuseu (vio

wentuiseu) ielgiseulaiin “Ussaunisalninieuy” dagnuied

4. syysagerlinsnndeu 1w Q: wuunnaevges (Quiz) A: NISNaUNLIENIU (Assignments) M: 173

NAaDUNAINNIA (Midterm)
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2. uHunsUsTIEY (seyduavinuseiiiv)

AInLazUssIduNa dndau CLO 1 CLO 2 CLO 3 CLO 4 CLO 5
naaavEaE Q 10%
AITUOURLIENTY A 30%
lassanuaznisiiiaie P 20%
aoUNANAIA M 20%
qgouvaignia F 20%
3. HaN1IMAGBY (Test Blueprint seyiidauazinuludaaau/TaUsiliu/N1suaunageu)
wadia dadau CLO 1 CLO 2 CLO 3 CLO 4 CLO 5
NAdaUEaE 10%
msWyulusunsuaalusunsy | 10%
ansogu
NITUOUNIENT 10%
lAssnuuasnsinaue 10%
AOUNSNNIA 25%
AoUYUAIENIA 35%
4. \neuaiUsHsiuNanIsIseu
Soway FEAUNANITIIU AURNY
86 - 100 A e
82 - 85 A- Adeu
78 - 81 B+ AN
74 - 77 B A
70 -73 B- ADUTNA
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66 — 69 C+ UUNAAB LTI
62 - 65 C Uunans
58 - 61 C- Uunansdeutgou
54 - 57 D+ GRIBRNEL!
50 - 53 D 90U
46 - 49 D- RRIHAN
0-45 F AN

5. NUTIUSHIUNITUTIaNATNSNSRBUSSEAUTI8 Y

FLAUNITUTIANA NAIINITUTIANE AB5U"Y

UTTANATEAUN 3

Tuugseuliivdos 80%
agluniavylaviaiamvynils
“5EU 2 ATINNUAUAIANIY”

139 “5¥U 3 ganInAUAIAnNIY”

= a vala \
wanafananIsiseuiniianulaaiay ng
rseudulvgiansavilaiiuai
ANANLNEAUNANUAL LU N5V

AZLUUALNMINLINTTIU Wazuansli
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2 = v
winianuaInsatunsusEgnaly

ANU3tuanunsainguteu

UTTANATEAUN 2 | I1UIUEISEY 60-79% wansdananisseuindulunueiy
agluvinanylavuiavynile mevang Hisudulvgainsaussg
“SEAU 2 ATINUANUAIANIT Wwngtusile TngnansiSeuasyiou

w30 “seau 3 gendianueands” | Wiiuenudilaasnisihanuilly

Tuszauiiugulan

UTIANATEAUN 1 | I1uiudiSeutioandt 60% WanIRINANSISUINT NI NN
aglunuiaviylaviaiamvynils AuAAna Jiseudulngjonadald

« % U U (‘:1'5 o a1

FEAU 2 ATINTUANAIANIY anusaussanaansnaalilaluseduini

w30 “seAu 3 gendianueanis” | fianela warduludesdinisuiulsmie

O TR HEETATHIE

inaUIUsENITUSEA AR IN:
4.5 355U UT DTN 1TUTI QAT USIVIHAN 15 IUF AN TITEAUNGNGAT UaHANTT

(5YUFTEAUTIEIN
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nuan 5 fan1siteuiuarisatuayunisiseus

Section 5 Learning Resources and Support Facilities

o o % a o a v
1. ﬁam’n’a‘emguaza\‘lauuaqumilﬁﬂug

4

1.1 tenansusenaunisaeu windud yayasiiled (o¢ow.) anusiunsUaeniovesaietisnouiunes
AnzmnAlulaganaInnIsu I Ingaeva)augIum NN,
1.2 nilade 131 w30 NINEINTSEUTNNGININGUINNS
Michael Dooley Timothy Dooney, DNS Security management 1% Ed., IEEE Press series on
networks and servicdes management, John Wiely & Sons, Inc., Hoboken, New Jersey, 2017.
Lee Brotherston & Amanda Berlin, Defensive Secutity Handbook 1 Ed., Defensive
security Handbook O’Reilly Media, Inc., 2017.
1.3 vipaUfjUAn"s
1.4 ulad gandus viogunsal
1.5 anuiinUfiRuaginusraunisal
2. uwaanasuNIsISEu;
https://ssrudlp.ssru.ac.th/
3. fennsiBeuianuvasnieuen
yaniuas Web Site, YouTube , Social Media, e-learning 18
3.1 https://ieeexplore.ieee.org
3.2 https://scholar.google.co.th

3.3 https://www.researchgate.net

4. 9u3gusznaun1siteuilusiedvn ()
2.1 Scarfone, K., & Mell, P. (2007). Guide to intrusion detection and prevention systems

(IDPS). NIST Special Publication 800-94. https://doi.ore/10.6028/NIST.SP.800-94

2.2 Denning, D. E. (1987). An intrusion-detection model. IEEE Transactions on Software

Engineering, SE-13(2), 222-232. https://doi.ore/10.1109/TSE.1987.232894
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3.4 dfanssumsieunisaouioanasunniigu; nsiseusionIsiseuy uasugnillvgiseuidinyey
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nuIn 6 MsUsEliviazn1sUTuUsesedn

Section 6 Course Evaluation and Improvement

1. msuszdiuseIvlaetndned
O wuudszfiusneian
M wuudsziiudmsunisusediuenanse (Guled reg)
M nsaunun uanidsueudaiiuseninierasduazindn
M nsavvioungfnssuvesindnem
M mssudeiausuugaintindne dutemninisdeasiionansdimua
O 5uq (52v) ...
2. nagnslun1sussiunsinnseunsaay
M wanisaeuvesindne
O msesavaeu/n1studunanisBeuiniddninisuasnadnsnisiseuivetindnm
O msussiiiulaenuznssunisaay
O nmsdwnenisallneiiudaou
O msdunensalaegiidmldide (szv) ..
B uq (52v) ...
3. wnun1sUSuUTenIsAEiuN1TI83v
MO msdadummmiemsuszyniedumsaeunaznisGeous fu fildwlide
MO msviisesunsinmaGeuiidusasueniiesion
MO 8uq Gry) ..
4. MsMuFBUNAAWSNsFBuSvastinAnwiisenadasiu PLOs wag CLOs
O msfadsrmznssuniaiftensinaounamsUssiiunadnsniadous
U NIATIIABULIABY N1IATIVADUNITUOUNNNBIU NSIAATILY hasn1TUseLiiung
O msnumunislirgiuuiasnisssiulnennenssunisignisuesnne/neiv
O msasnaeunanslinzuunlnensguasiannetase/gidermayills
%’Uﬁmawé’ﬂqmﬁgu
O 8uq (s2v) ..

v o v_oa S ) o DA
HUINTITEATNUDDNIYNNDWAIUIEIANDYINEITU

A leader in producing professionals for sustainable social development



uKISnedesuinasugiuni
Suan Sunandha Rajabhat University

&)

3WaRY1 CPE¢oos seaulSueyn USayan3
Yos183y1 AnuiuasaensisvaunTetenouitined wangns  Iensumanstugin a1vdmnssuneuiames
WUAR o (lo-lo-&) ARE/ANENaY  Andmnssuaanswasinaluladonaivngsy

5. WHUNINUNIULAZUFUUTI8Y0

=

Unudaiausuuzvagnsivaaulude 4

=

PasAa1su1a1nn1sUsEIRIULaE AMUARTILYDINAN Y
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