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UniT 1Introduction To
Security Management

The systematic process of protecting /

an organization’s assets (people,

information, and infrastructure). s ress 3270 O
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OBJECTIVE >aaus=avA

e To identify, assess, and mitigate risks.
Sty US:liJU 1lazusstnIAULEYD

* To develop and implement security policies and procedures.

—h—
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FOUR PILLARS OF SECURITY

Personnel Security (A>1uUdasansudvunains)
Protecting against internal threats.
msUavAaungnnmuINMelu (U wuaviu KSaAuluavAns)

Physical Security (A>1uJaaaagnivaianiw)
Protecting buildings and physical assets.
Asuntovormsaaiuntaznswagaunducavla

Asset Security (n)1wUaaangudvNsSwadu)
Safeguarding tangible and intangible property.
AMsqQuaAuAsaYNSWaaU NvlusUuuundudavld (u auasad) ua=vudavluld (1u auansSksataldew)

Information Security (A)1uUaaansuavioya)
Protecting data from unauthorized access.
msUnUavdoyadnmsannavlaslulasuauayio




SME3302 Home Discussion Conclusion Contact

O
Unit 2 Personnel

Security

@ Managing risks associated with employees

(/) Contractors
(/) Insiders
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@ Pre-employment Screening

Background checks to identify "Red Flags".

A1SOSIAdUUSIANDUDIVVIUIWIKIDAWSS

@ Onboarding & Security Awareness

Training staff to follow security protocols.

A1sausuynainsiunsuputmungns:zliguaiundIvlanansg

Important Processes

Home Discussion Conclusion Contact

O

@ Ongoing Monitoring

Observing behavior to detect Insider Threats.
MstW1s:vAgAnAIUINAUNETU

@ Termination Procedures

Revoking access immediately when an employee leaves.

S

AsgAldnanswnavnuntawuaniwwaaviu
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Unit 3 Physical
Security O

Measures designed to protect people and
property from physical threats (theft, vandalism
natural disasters).
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Physical Barriers: Fences, gates, and walls. (FoAqu1vNIVAILNIW)

Access Control: Key cards, Biometric Readers (fingerprints), and

Multi-Factor Authentication (MFA).

Surveillance Systems: CCTV and motion sensors to monitor

activities.

Security Personnel: Guards who conduct patrols and respond to

incidents.

V .
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Security

Safeguarding both Tangible Assets

(equipment, facilities) and Intangible
Assets (Intellectual Property, data, brand

reputation).

Home

UNnIT 4 AsseT O

Discussion

Conclusion

Contact




Discussion Conclusion Contact

Mitigation
Straregies
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Risk Mitigation Strategies

Asset Classification: Categorizing assets based on value and
sensitivity. (MSPQKUIQKUNSWIFUMUYAAILLAzAIUEIAEY)

Environmental Controls: Protecting against fire, flood, or humidity.

Regulatory Compliance: Adhering to laws and legal obligations. (A1S
JaudomunnkuigLaziauvAu)

Data Encryption: Converting information into codeggtemprevernt
unauthorized access.

Contact
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Useful Vocabulary for Presentation

e Mitigate (v.) USSLINT / aQADIUSULLSY

e Vulnerability (n.) ovlkd / 2000uU

e Unauthorized Access (n.) mstinavlaglulasuauayin
e Intellectual Property (IP) (n.) nsweaaunivdeyayn

e Business Continuity (n.) nM1sddussadagvaallion
e Regulatory Compliance (n.) msUujuamunns:ligu
e Crisis Communication Plan (n.) uwunisdaaislun1d=angqan
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Usermame @98 S 808
password SS9

FRAUD

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Pellentesque
consectetur ultrices ultricies. Vestibulum pretium nibh et odio
maximus accumsan. Integer pellentesque libero nullg, tincidunt
congue est lobortis at. Nullam efficitur porttitor ornare. Phasellus in
neque faucibus, vestibulum est vitae, egestas dolor.
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