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NNKUIY (Legal & Compliance)
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sSNY (Business Value)
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Authentication Authorization
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Audit

Access
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1. Authentication: msduguadau
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2-Factor Authentication (2FA)
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Step 1: A0NAMS

1. avNALS
(Username & Password)

Q 2. A0NALI
(Code from Authentication

i App K59 SMS)
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2. Authorization: nsfkuad@nsnisiviu’

MSAMKUQUBUIIATIUNDKINAYOVRIEVIUKEONKIUMSTUSUAIAUIED

Role-Based Access Control

System w A
U - Data Key Concepts Q.

o Prlwlege Management
Department A ANKUQINSOUKUINLIU
- Files (Role-based access)

DepartmentB | ® Granular Control

W~ Files n:)unuansa 198Q0VS:AU
Msau (Read), Msiinly
(Write), KSo n1sau (Delete)

User Data
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A. Access (mswnav) q

* ADUAUOdUNAUDLA (Data Touch Points)
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« ADVUURNMSINAVAIULIVMYAIVE TAUUEDOAY

B. Audit (n1sasavdau)
« Usage Logs: msUufinUs:3amsiamutiiansidaaudioundu

» Detection: (GéKrSuasIIUWATNSSURRAUATKSIMSINAY

uoyalogiyauyavwunvu (Inappropriate access) |+
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nalamvinaiia: msskavaya (Encryption)
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1. At Rest (ueuzdatfiv)
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2. In Transit (ueu=dvaoa)
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= MSWISKaUaaUU:LUNWIUASUNY (Network)
= HTTPS: umsmunnoa?nuu?nmmsaomss KW
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Data Security Policy IT Security Policy
ulgurgndulasangtoya ulgurgaaulasanglon
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= lUUN ‘0ouaya’ (Data-centric) = [GUNWSIUTAVIASLASIOWUFIU (Infrastructure)

= JADWaxd80gv (Granular) MKUAISIANS = ASOUAUAWUABONYUDVIASDUNY (Network)
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unuUINUA:AIUSUEABOU (Roles & Responsib Iltles) '

Data Owner (l5waw’aua) || Data Steward (auavoya) | Data Users (gl§uiuvoya)
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fina:ls: n1sunllavdiayagnamisiindv n1s$alka
uansiangloglulasuausya

pwdlu: Ujuaanungkue (PDPA/GDPR)
la=SAYINIWAUNIVSSAD

kann1s 4 A’s: Authentication, Authorization, Access, Audit

N1S1WISK4 (Encryption): Uﬂﬂaoﬁegaﬁoumzﬁnlﬁu (At Rest)

©1asueuEdnaa (In Transit)
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