Information Security Management

Chapter 4 : Access Control
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*  N1SAIUANNITIINEN (Access Control)
*  MsszusnU (Identification)

*  A15WgaUFRINU (Authentication)

*  NM39YYM (Authorization)

* nsnsvdaula (Accountability)
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N13AUANNI5LUIAS (Access Control)
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*  Mssrysnu (Identification)
*  MsigUMMAU (Authentication)
*  N199YYn (Authorization)
*  nsaTdeuld (Accountability)



N15AUANNISLUNDY (Access Control)

NITUIUNTAIVANNISIUD NFEUIUNITATUANNSIIDIWU VALY T

|dentification

|dentification

Username, UserlD, Card, Fingerprint, etc.

Authentication

Authentication Factor

Authentication

Password, PIN, OTP, Token, Fingerprint, etc.

Access Control List Sy Authorization

RO, RW, Full Access, etc.

Accountability

Logging

Event log, Access log, Traffic log, etc.



UsznNUag Access Control

Access Control gnansanuady 4 Usstanudn o laun
1. Discretionary access control (DAC)
2. Mandatory access control (MAC)
3. Role-based access control (RBAC)
4. Attribute Based Access Control (ABAC)



Discretionary access control (DAC)
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Discretionary access control (DAC)
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Owner \ / Object

Specifies users/groups who can access



Mandatory access control (MAC)

Mandatory Access Control (MAC)
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Role-based access control (RBAC)
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Role-based access control (RBAC)

Admin assigns users
to appropriate roles

Users are assigned to roles Permissions are authorized

for specific roles

Roles define authority level
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Attribute Based Access Control (ABAC)
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Resource attributes

Creation date

> Resource owner &
Data sensitivity
User attributes Environmental attributes
Name Access time
Role Data location

Security clearance Threat levels



N155¢unInY (Identification)
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Who Are the Abusers? : Spammers
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Who Are the Abusers? : Scammers
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Who Are the Abusers? : Griefers and Trolls
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ﬂ’]‘sﬂgﬂﬁﬁ’mu (Authentication)
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Fingerprint

Physiological
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N139U1A (Authorization)
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Authorization : Separate Interfaces

" <4 » Back office )

»
>

www.cms.example.info Employee, administrator

"4 p» Front office °

www.example.info User, anonymous



Authorization : User Types

3 Administrator

3 Moderator
3 Editor

Employee,
administrator 3 Finance

Member

User, anonymous




Authorization : User Groups
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Authorization : The manage Roles User Interface

User Types

Separate Interfaces

\ Permission

Role Administration for|/articles
Role Name Permissions Allowed
writer +add I view [ edit | delete [ publish [ addComment | moderateComment
editor [ add [~ view [~ edit [~ delete [~ publish [~ addComment [ moderateComment
owner [ add [~ view [ edit | delete [ publish | addComment | moderateComment
member [Tadd [ view [ edit [ delete [ publish [ addComment | moderateComment
moderator [Tadd v view [ edit | delete [ publish I addComment [ moderateComment
I— add | [Tadd [ view [ edit | delete [ publish | addComment | moderateComment



n15n5238aula (Accountability)
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Mlunaedl Log file

User 2 192.115.15.215



Mnlusasd Log file
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Logging Data
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P SiebelCL.ynFc7ujPpnG4.N.8tbliLKBa7t3fSDpG-1GNdBJgNZw_.log - N... [ [O|X]

File Edit Format ‘iew Help

<start_timestamp> <end_timestamp:> <GMT_offset> <application_name: <machine_IP> <username:>
2007-02-13 17:17:28 2007-02-14 12:06:34 -0700  Siebel Universal Agent 64.181.17:
TRACE_AREA_OM  TRACE_INFO 2 o 2007-02-13 17:17:28.658 axapp.cpp(236)CsS5
TRACE_AREA_OM  TRACE_INFO Z 0 2007-02-13 17:17:28.668 axapp.cpp(10282)C
TRACE_AREA_JAVA TRACE_TINFO 2 0 2007-02-13 17:17:28.878 coapp.cpp(4953)75!
TRACE_AREA_BRWS TRACE_INFO 2 o 2007-02-13 17:17:28.878 axcmdmgr. cpp (2470
TRACE_AREA_OM  TRACE_INFO ? 0 2007-02-13 17:17:28.898 axapp.cpp(B9I60)**
TRACE_AREA_BRWS TRACE_INFO 2 T0 2007-02-13 17:17:28.908 axcmdmgr. cpp(2383.
TRACE_AREA_REQ TRACE_INFO 2 0 2007-02-13 17:17:29.018 rpcconnect.cpp (24
TRACE_AREA_REQ TRACE_DETATIL 3 8] 2007-02-13 17:17:29.018 rpcconnect.cpp (28t
TRACE_AREA_REQ TRACE_INFO 2 o 2007-02-13 17:17:31.655% rpcconnect. cpp (481
TRACE_AREA_OM  TRACE_INFO ? 0 2007-02-13 17:17:31.715 axapp.cpp(9534)#*
TRACE_AREA_BRWS TRACE_INFO 2 o 2007-02-13 17:17:32.205 axcndmgr. cpp (2659,
TRACE_AREA_ERWS TRACE_INFO 2 0 2007-02-13 17:17:32.235 axcmdmgr. cpp (2545,
TRACE_AREA_ERWS TRACE_INFO ? 0 2007-02-13 17:17:32.245 axcmdmgr. cpp (2545,
TRACE_AREA_BRWS TRACE_INFO 2 o 2007-02-13 17:17:32.245% axcmdmgr. cpp (2688,
TRACE_AREA_ERWS TRACE_INFO ? 0 2007-02-13 17:17:32.245 axcmdmgr. cpp (2470
TRACE_AREA_BRWS TRACE_INFO 2 0 2007-02-13 17:17:32.245 axcmdmgr. cpp (2470
TRACE_AREA_ERWS TRACE_INFO 2 0 2007-02-13 17:17:32.305 axcmdmgr. cpp(2383
TRACE_AREA_ERST TRACE_INFO ? 0 2007-02-13 17:17:32.305 axcmdmgr. cpp 2969
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Enable get Log file in Windows 10 (System Log)

policy: Computer Configuration > Windows Settings > Security Settings

All  Apps  Documents Web More
> Local Policies > Audit Policy
Best match
- Edit group policy P
~— Control panel = i i —
Audit logon events Properties ? X K5/ Local Group Policy Editor o
Settings File Action View Help
Local Security Setting lai -
B Customize how to group similar N = i@ $| L | x EI iz |
windows = Audit logon events - : - - } }
=L =f Lecal Computer Policy ~ || Palicy Security Setting
= Opticns t imilar wind - i i
ptions to group similar windows on o com v CPmputer Configuration Audit account logon events No auditing
taskbar on primary display P “| Software Settings -
- 124 Audit account management Mo auditing

~ [ Windows Settings

& Options to group similar windows on S . ) rrefitfrectoryTerrieeTerer Pzt
taskbar on secondary displays Audtt these attempts: _| Mame Reselutio - - -
— . udit logon events Mo auditing
Success =] Scripts (Startup)’ _— " -
ol TN -1 2Ll iatal
Search the web = Deployed Printers i i ] = .-u
£ Group - See web results > Failure v T Security Settings "“AUdft po.ll.cy change Ne audft?ng
# Account Policie 2| Audit privilege use No auditing
Document=lil) v [& Local Policies |2z Audit process tracking Mo auditing

. This setting might not be enforced i other policy is configured to g, Audit Policy 12| Audit system events No auditing
& ovemde category level audit policy.

For more information, see Audit [ogon events. {3921468) 5 User Rights,

4 Security Opt
| Windows Defen

| Metwork List M:

_| Public Key Polic
| Software Restric
~| Application Cor

&, IP Security Polic
| Advanced Audil
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| Administrative Templat v
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All

View Log file in Windows 10

Apps Documents

Best match

Event Viewer
App

Settings

)
@

3

Make everything bigger

Start Magnifier befare sign-in for
everyone

Start Narrator before sign-in for
everyone

Search the web

R

eV - See web results

Folders

EvolutionarySearch

https-everywhere-eff@eff.org

More +

>
>
[y
2 to
©
1
>
1
>
>

Event Viewer

Qpen
Run as administrator
Open file location

Pin to Start

Pin to taskbar

App

Windows Logs > Security > Event 1d : 4624

@ Event Viewer
File Action View Help
|

@ Event Viewer (Local)
:—g; Custom Views
v i_. Windows Logs
f5] Application
fs] Security
§:| Setup
5] System
5] Forwarded Events
= Applications and Services Lo
_} Subscriptions

eywar., Dateand Time Source
D Audi.. 23/7/2563 1:10:09
D Audi.. 23/7/2563 1:10:09
D Audi.. 23/7/2563 1:02:55
D Audi.. 23/7/2563 1:02:55
9 Audi.. 23/7/2563 1:02:55
Al Audi... 23/7/2563 1:01:21

@, Audi.. 23/7/2563 1:01:21
@, Audi.. 23/7/2563 1:01:21
@, Audi.. 23/7/2563 1:01:21
@, Audi.. 23/7/2563 1:01:21

@ & 1 anerern s neng e ar 1

Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing,
Microsoft Windows security auditing,
Microsoft Windows security auditing,

Event ID

4627
4624
4672
4627
4624
4713
4713
4713
4718

Task Category

p q

Group Membership
ogon

pecial Logon

Group Membership
ogon

tudit Policy Change
tudit Policy Change
tudit Policy Change

Fudit Policy Change

4715

740

Audit Pelicy Change

s unr L

Actions

Event 4672, Microsoft Windows security auditing.

General Details

Special privileges assigned to new logon.
Subiect:

Leg Name: Security

Security
Open Saved Log...

¥ Create Custom Vi...

Import Custom Vi...

Clear Leg..

Filter Current Log...

Properties

v
B
&4 Find..
i

Save All Events As...
Attach a Task Te t...

View
6 Refresh

Help

Event 4672, Microsoft ...

B Event Properties

@] Attach Task To Thi...

Bz Copy

W
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