Information Security Management

Chapter 5 : Hacking
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*  N158719R52LUNIU (Reconnaissance)

*  msAurUInNNY (Scanning)

*  N19L918LY15¥UU (Exploitation)

*  MITSNWIVOINIUVITEUY (Maintaining Access)
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LASALN®S (Cracker) Y1UnNang - GR SRV RGRIIFAI
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FootPrinting Aunadiayanalu HTTP, IP address, DNS, Mail, Pop3

Foot printing

Scanning A52988UY IP address waz Service Port
Enumeration 1A384iiaN15d13791BNT5TUUITU Web, Microsoft, Unix
Gaining access Isiaglivialu u3e amnsaidnléiaiovnsld
Sec | EVla VIR 16 Administrator, root 10 spyware, sniffer
Pilfering vluedaya wieniauvasyanasiigg

Scanning

Covering track n15vinan8 Log niatasiunisniusey

Back doors d¥9desmslunsidldasenaly

Enumeration

Escalating
Privilege

Creating Back

Pilfering Covering Tracks Doors

Gaining Access

Denial of Service (DoS, DDoS)
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site:
intitle, allintitle:
inurl, allinurl:

cache:

fi : ‘
Google ..

EASY HACK TRICKS
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Juiasesiianlglunis Asuiidulaai

A¥VNUNUINLATDIVDNST YN lAdEAIN NS Open Source otine browser
WATITVDYALLDYN [UTUNDURAITIZA Select URLs
mez%gnm'sa%’ﬂlﬁdw n155ulUS AU o —

ﬂ '3 ﬁlﬁ%u a HQJJ r] m La 8 f]l ’E'] u ri¥.pion==ranimat ion.com

URL list (.txt): |
Preferences and mirror options: _Setoptins... [%

<< Prvious I

& eF Q | Gl to define optians E=EUP
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dentity for everyone

DOMAINS WEBSITE CLOUD HOSTING SERVERS EMAIL SECURITY WHOIS SUPPORT 1 LOGIN E .

Every Great Idea Starts with a
Great Domain Name

|
L & g

Get FREE Email, DNS, threat protection and $100 worth of services
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- NETCRAFT
- NS Lookup
- Dig
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N151912W152UU (Exploitation) : MEDUSA

B mEming||C ] lalit@kali: ~

File Actions Edit View Help

Julaseiianldluns Crack Password

-$
Medusa v2.2 [http://www.foofus.net] (C) JoMo-Kun / Foofus Networks <jmkafoofus.net>

ALERT: Host information must be supplied.

& = & =~ ¢
wuvesulad Fsazdunislanfnuy ugnesa

Syntax: Medusa [ h host-H file] [-u username}-U file] [-p password}-P file] [-C file] -M module [OPT]

-h [TEXT] : Target hostname or IP address
d! Y] o < Y, al -H E:é;ﬂ 2 Slle containing target hostnames or IP addresses

- : Username to test

(brute-force attack) @elaauanduazmnoall I e e

U -p [TEXT] : Password to test
-P [FILE] : File containing passwords to test
a -y =| . . . -C [FILE] : File containing combo entries. See README for more information.

-0 [FILE] : Fil d 1l inf

ﬂqjﬂau ﬂﬂsﬁuuqi (Password DlCtlonary Flte) -e [n/s/ns] : A;dgtggngfp::sswggdlzh:::.::t2?:]t:o Password, [s] Password = Username)

-M [TEXT] : Name of the module to execute (without the .mod extension)
| [TEXT] : Parameter to pass to the module. This can be passed multiple times with a
I=| GL Q,GL I = Y 6V a 1 1 different parameter each time and they will all be sent to the module (i.e.
-y} GU FTP -m Paraml -m Param2, etc.)
AR LY LUNTTLINALYITESUUABDNBDUY AN LTU S Dii 3Ll iknam madites
[NUM] : Use for non-default TCP port number
: Enable SSL

[NUM] : Give up after trying to connect for NUM seconds (default 3)
H | | P MS_SQL M SQL POP3 [NUM] : Sleep NUM seconds between retry attempts (default 3)
[NUM] : Attempt NUM retries before giving up. The total number of attempts will be NUM + 1.

[NUM] : Time to wait in usec to verify socket is available (default 500 usec).
[NUM] : Total number of logins to be tested concurrently
[NUM] : Total number of hosts to be tested concurrently

: Parallelize logins using one username per thread. The default is to process

the entire username before proceeding.

: Stop scanning host after first valid username/password found.

: Stop audit after first valid username/password found on any host.

: Suppress startup banner

: Display module's usage information

: Verbose level [0 - 6 (more)]

: Error debug level [0 - 10 (more)]

: Display version

: Resume scan based on map of previous scan




N151912 152UV (Exploitation) : Metasploit

JueTesiievonion Wosandanudungu wazUszdnsaings agvinisia enud
mendinislanfnglnan 49 wdlnanluiidnuneds msseyileiduviod e deanisle
Wvsnedsunuas wu madugldnulitueieadmne n1sila Backdoor 7idlY wagnns
Ansia Software lyiasuuiados

me‘taSp|Oit Get Metasploit

The world’s most used penetration
testing framework

s Star | 29,392 W]




N151912W152UU (Exploitation) : John The Ripper

Juinsosdlonsiaaauninudasaduuassianiuiuulamuge sawagn1snAusian u
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root@kali: ~ ® ©@ O ‘

File Edit View Search Terminal Help
: PR

Li:~# john --wordlist=/usr/share/john/password.lst /root/johns passwd
Created directord y. /10UL/ . JUII]
Warning: detected hash type "shabSl2crypt", but the string is also recognized as
“crypt"
Use the "--format=crypt" option to force loading these as that type instead
Using default input encoding: UTF-8
Loaded 2 password hashes with 2 different salts (shabl2crypt, crypt(3) $6$ [SHAS
12 128/128 SSE2 2x])
Will run 2 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
password Ciphn)
lg 0:00:00:07 DONE [2015-11-06 01:44) 0.1424g/s 505.1p/s 650.9c/s 650.9C/s modem
. .SSS
Use the i"--show" option to display all of the cracked passwords reliably
Session completed

tkali:~¥#
kali:~#
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uiAnads (Backdoor)
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